Sao lwu & phuc hoi dir liéu MDaemon

Vi Van | Senior Backup Recovery Engineer

Cung vé&i Exchange Server, MDaemon la mét trong hai phan mém Mail Server dwoc st dung
phd bién nhét tai Viét Nam hién nay. So v&i cac giai phap Mail Server khac nhw Exchange
Server hay Zimbra, diém manh cia MDaemon la mé hinh gon nhe, don gidn nhwng hoat dong
hiéu qua, hd tro day da cac tinh ndng can thiét. MDaemon phu hop véi nhivng doanh nghiép c&
vira v&i nhu cau tir vai tram Mailbox tré xuéng.

Vé&i cong tac sao lwu div liéu, cAu tric lwu trir dang file don gian cia MDaemon gilp viéc nay tré
nén dé dang cho cac IT Administrator. Chi can sao lwu céc file di liéu lién quan dén nguwoi ding
(hodc sao lwu toan bo thw muc cai dat MDaemon) la c6 thé phuc héi nguyén ven hé thdng
MDaemon khi sy ¢ mat dir liéu xay ra.

Tai liéu nay hwéng dan ban cac buéc tién hanh sao lwu va phuc héi dir liéu MDaemon.

Cau trac lwu triv cia MDaemon

Puoc thiét ké theo md hinh don gidn d& mang dén sy thuan tién trong quan ly, tat ca di¥ liéu cta
MDaemon déu dwoc lwu triv dang file trong céc folder & thw muc cai dat MDaemon (thwong la
C:\MDaemon).

Toan b di¥ liéu MDaemon dwoc lwu trir trong cac folder nhw bén dwoi.

: MDaemon ‘ ' MDaemon

—[ App l —{ Archives l
—[ Attachments l —{ CFilter l
—[ Logs l —{ Digests l
—[ Public Folders l —{ Docs l
—[ Queues l —{ Gateways l
—[ SpamAssassin l —{ LockFiles l
e em |
—[ WebAdmin l —{ Signatures l
—[ WorldClient l

Hinh 1 — C4u tric file MDaemon
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Nhirng folder quan trong ctia MDaemon bao gém:
- [MDaemon_Path]\App: Chtra céc file thwc thi va cu hinh quan trong ciia MDaemon
- [MDaemon_Path]\Logs: Chtra cac file log theo déi tinh trang hoat dong cta hé théng
- [MDaemon_Path]\Public Folders: Chira cac Public Folder cia hé théng Mail
- [MDaemon_Path]\Queues: Chira cac email dang nam trong hang doi, chuan bj dwoc gi di
- [MDaemon_Path]\SpamAssassin: Chtra cac file cAu hinh bd loc spam

- [MDaemon_Path]\Users: Chtra toan bd di¥ liéu ctia ngwdi dung trong hé théng Mail. Mbi
ngwdi dung dwoc lwu trik trong mot folder riéng, bao gdm di liéu: Inbox Email, Sent Email,
Contact, Calendar,... Pay la thw muc quan trong nhat cia MDaemon. Néu nhw cac di
liéu khac c6 thé tao lai bang cach cai d&t va cau hinh lai, thi di liéu trong thw muc Users la
di¥ liéu ctia ngudi dung, nén chi c6 thé phuc hoéi ban sao lwu truéc dd.

Sao lwu dir liéu

Cach don gian nhat dé sao lwu di¥ liéu MDaemon la sao lwu toan bd thw muc cai dat MDaemon.
Khi d6, di¥ liéu trong thu muc Users (quan trong nhét trong hé théng MDaemon) va toan bd cac
dir lieu khac déu dwoc sao lwu. Néu can chi tiét hon, ban c6 thé chon loc sao lwu mot sé thw
muc can thiét nhw \Users, \App, \Public Folders. Nhirng thw muc khac khéng chira di¥ liéu phat
sinh trong qué trinh nguoi dung st dung email nén co thé khoi phuc khi cai dat lai phan mém.

Haome Share Wi

(—l - t | v Computer » Local Disk {C) » MDaemon »
't Favorites Marne - Date modified Type Size
B Desktop App 205 1125 P File folder
& Downloads Archives FF62015 8:49 Ak File falder
=l Recent places Aftachrments FF62015 8:49 Ak File falder
CFilter Faf2015 849 Ak File folder
=l Libraries Digests Taf2015 840 AkA File folder
3 Documents Docs T2 847 AR File folder
J Music Dornains File falder B Addtoarchive..
=] Pictures Gateways 762015 BA0AM  File folder B Addto "MDaemen.rar’
B Videos LockFiles TA6/2015 11:26 PM File folder L | Covmprass e anetl: )
= B  Compress to "MDaemon.rar” and email
Logs F/6/2015 0:35 PM File falder
o ) - Send to 3
1M Computer Pem a2 241 Ak File folder
i Local Disk (C3) Public Folders FeS2015 349 AR File folder Cut
¥ DVD Drive (D3 HRM. Queues Faf2015 849 Ak File folder | Copy N
Signatures TES2015 349 AM File folder e dhEmE g
Sparmdssassin FA6S2015 11:15 P File folder Delete
Ei_a Metaark Users Taf2015 840 AkA File folder Rename
Wéebddrmin TES2013 333 P File folder
- . Properties
WéorldClient FA62015 241 AkA File falder

Hinh 2 — Sao Iwru toan bd thw muc cai dat MDaemon

Sao Iwu bang Windows Server Backup (wbadmin)

Poan script sau st dung cdng cu Windows Server Backup (wbadmin) hé tro sén trong Windows
Server 2008/2012 dé sao lwu toan bo dir liéu trong thw muc C:\MDaemon vao 6 D:\
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C:\MDaemon\app\MDLaunch.exe /stop
echo MDaemon Backup Started at: %date%_%time% >> D:\BackupLog.txt

wbadmin start backup —backupTarget:D: -include:C:\MDaemon

echo Mail server Windows Backup Completed at: %date%_%time% >> D:\BackupLog.txt

C:\MDaemon\app\MDLaunch.exe

Lwu y: Windows Server Backup (c4 giao dién GUI va dong Iénh wbadmin) déu chi cho phép sao
Iwu diF liéu vao vang lwu triv dich (backupTarget) la volume, ban khdng thé sao luu vao mét
folder.

Sao lwu bang zBackup OBM

V@i cAu trac lwu trir dang file cia MDaemon, ban c6 thé dé dang sao lwu véi Backup set dang
File clia zBackup OBM. Tao Backup set dang File va chon tat ca folder trong thw muc cai dat
MDaemon. Pat lich dé sao lwu tw ddng va nhap khéa ma hoa dé bao mat div liéu.

® Advanced Backup Source -

Faolders Mame Size Date Madified
=Ml Computer App

fr---D =a Floppy Disk Drive (A3 Archives

= &y Local Disk (C3) Aftachments

- 1L hackup CFilter

ERRERERE

+#-1 | Backup-Command ¥ | Digests
#-[ | mMDaeman Docs
w0 New folder Damaing
#-] | Perlogs Gateways
-] 1) Program Files LockFiles
#-] | Program Files (860 | Logs
w1 | ProgramData Pem
#- L Temp Public Folders
=[] 1L Users Queues
w1 L Windows Signatures
[ B8 DVD Drive (0) HRM_SM | SpamAssassin
- € Metwark Users
-4 Libraries WiehAdmin
WorldClient

ftems petpage: 50 |+ Page: [1/1 =

Ok Cancel &

Hinh 3 — Sao luu MDaemon bang zBackup OBM

zBackup OBM s dung co ché Progressive Incremental Backup va cong nghé In-File Delta nén
ké tr 1an sao lwu thir 2 tré di, chi nhivng di liéu tao m&i hodc thay déi méi dwoc sao lwu
(zBackup OBM chi sao lwu cac block thay ddi trong file). Do d6, lvgng di liéu méi 1an sao lwu |a
rat it, gidp tiét kiém dung lwong, thdi gian va bang théng Internet.
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} Backup Progress

Backup Completed Successiully

Llpload : [Mew File] Gl ientHTMLHelpizhizoom_search.js {100%)

g

Generate Delta :

R A

Estimated Time Left: 0sec

Lploaded : 120.99M (3,268 files, 238 directaries, 0 link)
Elapsed Time : 2min 32 sec

Transfer Rate 4.58Mbitrs

C viewlog [ Close &

Hinh 4 — Sao luu Full backup l&4n déu tién

}' Backup Progress

Backup Completed Successiully

Upload : [Mew File] CA 300R0ZA00000001 messade.td (100%)

R

Generate Delta :

R

Estimated Time Left: 0sec

Uploaded : 43.79k (14 files, 3 directaries, 0 link)
Elapsed Time : 22 zec

Transfer Rate : ¥.48khit's

- wiewlog [ Close &

Hinh 5 — Sao luu ter 1&n thir 2 tré di (Progressive Incremental Backup)
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zBackup OBM ty dong quan ly thi gian lwu trir theo chinh séach thiét Iap trong Retention Policy.
Nh¢& d6, ban khéng can phai quan ly thi cong van dé nay.

Luu y: MDaemon khéng khéa (lock) file nao trong qué trinh chay. Do dé, ban c6 thé tién hanh
sao lwu ngay ca khi MDaemon dang hoat déng. Tuy nhién, diéu nay khéng dam bao tinh nhét
quan cua di? liéu. Do dé, ban nén tét (stop) MDaemon truéc khi sao luu va mé lai (start) sau khi
qua trinh sao luu hoan tét. Véi zBackup OBM, ban cé thé tién hanh thao tac nay mét cach tw
déng bang cong cu Command Line Tool (Pre-Backup Command gitp thuc thi cac 1énh truéc khi
sao lwu, Post-Backup Command giap thuc thi c&c Iénh sau khi sao lwu xong).

File “Stop-MDaemon.cmd”

C:\MDaemon\app\MDLaunch.exe /stop

File “Start-MDaemon.cmd”

C:\MDaemon\app\MDLaunch.exe

Backup Setting -

MDaemon Data - - Command Line Tool
J EEEEl 4 Fre-Backup
= Mame: |Stop MDaerman Command i
Elsielly UL Working Directory . | COBackup-Commands Change %
\ £ Backup Schedule Cormmarnd : Stop-MDaemon.cmd

f: Encryption Adil Rermove 1

@' Continuous Data Protection @ FostBackup

_ Mame: |Start MDaemon Command i
. sl Ll YWorking Directory © | CBackup-Commands Change %
ol Retention Policy Command : Star-mMDOaerman.cmd

Backup Filtar ikl Remove I

a7 Command Line Tool
% Extra Backup
5y Local Copy

53 Options

Ok Cancel £

Hinh 6 — Tw déng stop/start MDaemon bang Command Line Tool
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Phuc héi di¥ lieu

Trai nguoc voi Exchange Server phai thwe hién nhiéu buéc phire tap dé tién hanh phuc héi di
liéu (Mailbox Database hoac Brick Mailbox-Level), qua trinh phuc héi véi MDaemon 1a hoan toan
don gian. Nhirng gi ban can lam la sao chép di liéu tir ban sao lwu dé vao thw muc di liéu can
phuc héi cia MDaemon (don gian nhét 1a chép dé tat ca dir liéu trong thw muc cai dat
MDaemon).

Phuc hoéi toan bé Mail Server

Khi gap sw cd nghiém trong can phai phuc héi lai toan bd Mail Server, viéc dau tién ban can lam
chuén bj mét server méi (hodc phuc hdi server cii) véi Windows va phan mém MDaemon dwoc
cai dat day du. Budc tiép theo 1a ciu hinh Domain Controller, DNS theo ding c4u hinh cd.

Sau khi d3 hoan tat cac thao tac cai dat va ciu hinh can ban trén, ban tdt MDaemon (dung I&énh
C:\MDaemon\App\MDLaunch.exe /stop) rdi sao chép toan b dir liéu sao lwu dé& vao thu muc cai
dat MDaemon. Chay lai MDaemon bang Iénh C:\MDaemon\App\MDLaunch.exe. Toan bd di liéu
ctia MDaemon dwoc phuc hdi.

Vé&i zBackup OBM, ban chi viéc chon phién ban can khéi phuc, réi phuc hdi toan bo di liéu tré lai
Original location (C:\MDaemon).

® Restore -
® Show files as of Job ;201800707 | = | |Latest - Showe all files Filter |+
Folders Size Drate Modified
=- 5 Backup Servar - -
50 &, 16:5423 |
= L MDaemon | 188004 )¢
-/ L App CFilter
#-V] [ Archives Digests
+- [/ | Attachments Daocs
+ [ | CFilter Dornaing
+-7 | Digests Gateways
+#-[w] || Docs LockFiles
#- | Domaing Logs
-V | Gateways Pem
-/ | LockFiles Public Folders
+#-[w] | Logs = Queues
e ~ Signatures -
2id —al o T S Y
Delete 1 lterns perpage: 50 |= | Page: [1/1 =
[F= Restorefiles to
® Criginal location
Alternate location
Restore file permissions
Search % || Advanced 4 Previous Start Restore B Cancel E

Hinh 7 — Phuc héi di liéu MDaemon bang zBackup OBM
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Phuc héi mét Mailbox

Toan bd di¥ liéu ctia nguwdi dung (end-user) dwoc Iwu trir trong thw muc C:\MDaemon\Users. Khi
di¥ liéu ctia moét ngudi dung bi 16i can phuc hdi, ban chi viéc sao chép dung ban sao lwu thw muc
clia ngudi dung d6 dé vao thw muc dang cé. Toan bd dir liéu ciia ngudi ding sé dwoc phuc hoi

tré lai.
Cornputer » Local Disk (C) » MDaemon » Users » mszbackupwn » hunghan » v & |
Mame Date rmodified) | D o= hunghan
BlackList.IMAP 762015 238 Home Share View
CalendarIbAP WM AR
Contacts IMAR 7/6/2015 9:53 € - 1“| v Computer » Local Disk (C3 » Backup » hunghan » v (’J| [
Deleted [tems.IMAP M5 1149 . Marne - Date modified Type
- Favaorites
Documents.[bAP 7762015 253 B Do
t BlackList.IMAP e =—d
Drafts IMAP 7642015 953 DES Tp ) ca|c d's s Open lder
Motes.IMAP 7/7/2015 1149 & Dowmlaads aendar Open in new window =
= Recent places Contacts. [MAP Ider
Sent ltermns. [MAP 762015 253 B 4dd to archive..,
TasksIMAR 7/7/2015 11:49 Lo Deleted [tems. MAR o | 1 1t "hunghan.rar" der
D s, AP Id
we 7/6/2015 9:53 “’“‘J'Dm'“ peuments B | Cornpress and email.. =
HIMATER MRE 74742015 11:44 - peuments DR eS? B Compress to "hunghar.rar” and email T
j— @ Music Motes. [MAP Id
[ IM&P.MRK o vad| _ o Send to (g
™ W by Busic Sent [tems. MAP Ider
. Public Music Tasks.IMAP S Ider
= Pictures i | Copy R? |Ider
E Wideos || HMGATER.MRE Create shortcut ile
L IMAPMRE Delete ile
1M Computer || md30000000001.rms Rename ile
(m Local Disk (C2) | rd50000000002.m3 Properties ile
B4 DYD Drive (D) HRM,

Hinh 8 — Phuc hdi mét Mailbox cda end-user

Vi sao chon zBackup?

zBackup la dich vu sao Iwu di¥ liéu theo mé hinh Dién toan dam may, mang dén cho doanh nghiép ban
mot gidi phap sao Iwu toan dién, bao mat va hiéu nang giup bao vé dir liéu File Server, Active Directory,
SQL Server, Exchange Server, Oracle, MySQL, VMware, Hyper-V. D liéu dwoc sao Iwu tw ddng, ma
hoa 256-bit AES va lwu trir an toan tai cac Data Center tiéu chuan cua Viettel, VDC va SuperData. Nhe&
do, dir liéu ludn an toan va sén sang dé ban phuc héi bat cr khi nao sy cb xay ra.

zBackup ty hao dang gitp hon 200 doanh nghiép bdo vé nhirng di li&u san xuét - kinh doanh quan trong
trong server, laptop, desktop.

DPwrng ngai lién hé chang t6i dé dwoc tw van vé cach zBackup gitp doanh nghiép ban dé dang vuwot qua
cac thach thire trong céng tac sao lwu va phuc hoi div liéu.

Hotline: 09760-05430 | Skype: zbackup.vn | Email: support@zbackup.vn | Website: www.zbackup.vn
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